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90% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES74%

HAD A 
SECURITY 
BREACH.

59% of respondents expect there will be more security incidents in the next year than last.

were attacked by 
an unauthorised 
outsider in the  
last year.

69% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES38%

WILL COMEATTACKS HUMANTHE FACTOR

suffered staff  
related security 
breaches in the  
last year.

75% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES31%

UNDERSTANDING COMMUNICATION 
AND EFFECTIVE SECURITY AWARENESS

provide ongoing 
security awareness 
training to their 
staff.

72% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES63%

£1.46m - £3.15m
is the average cost to  
a large organisation

£75k - £311k
is the average cost to  
a small business

of its worst security breach of the year

•�Up from £65k - £115k  
a year ago

COST OF BREACHES

•Up from 81% a year ago    •Up from 60% a year ago

•Up from 55% a year ago •Up from 58% a year ago    •Up from 22% a year ago

50% of the worst breaches in the year were caused by inadvertant human error.

•Up from 68% a year ago    •Up from 54% a year ago

14%

72%

82%

of respondants have never 
briefed their board on  
security risks.

of companies where the security 
policy was poorly understood 
had staff related breaches.

of respondants report that their 
senior management place a high 
or very high priority to security.

•Up from 79% a year ago 

INFORMATION SECURITY EXPENDITURE

increased 
information 
security spend 
in the last year.

44% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES44%

expect 
information 
security spend 
to increase in 
the next year.

46% OF LARGE 
ORGANISATIONS

OF SMALL 
BUSINESSES7%

£ £ £

•Down from 53% a year ago    •Up from 27% a year ago

£ ÇÇ

•Down from 51% a year ago  •Down from 42% a year ago

BUSINESSES NEED TO   
ASSOCIATED WITH  

MANAGE THE RISKS 
NEW TECHNOLOGY

•Up from 7% a year ago

15% OF LARGE 
ORGANISATIONS

had a  security or data 
breach in the year involving 
smartphones or tablets.

Source: 2015 Information security breaches survey HM government.  
Contains Public Sector information licensed under the Open Government Licence v3.0.

•�Up from £600k - £1.1m 
a year ago

•�Slightly up from 33%  
a year ago

•Number of respondents: 664


