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EXECUTIVE SUMMARY
This report provides an analysis of a primary research project conducted by Osterman Research
during December 2016. The key findings are:
•

The most important priorities for business owners and executives in small and midsize
businesses (SMBs) are top and bottom line financial success.

•

That said, cyber security continues to be a top-of-mind consideration for these owners and
executives, likely driven by the increasing threat environment in which these organizations
operate. Cyber security is viewed as critical to the success of the business by more than one-half
of the respondents to this survey and important to most of the rest.

•

Most SMB owners and executives would like to use trusted third parties to handle most or all of
their cyber security requirements, and quite often would like third parties to manage their
network and other IT requirements as well. Our research found that the reliance on third parties
is so important, in fact, that the vast majority of SMB owners and executives view third parties
either as an extension of their in-house staff or the primary source that solves their security
problems.

ABOUT THE SURVEY AND ORGANIZATIONS SURVEYED
The survey was conducted solely with owners and presidents/CEOs in SMBs that have a maximum of
250 employees. The research was conducted in the United States, as well as in the Europe, Middle
East, and Africa (EMEA) and the Asia Pacific (APAC) regions. The breakdown of the 615 surveys
conducted for this project is as follows:
•

United States: 303 surveys

•

EMEA
o
o
o
o

Germany (61)
United Kingdom (61)
France (60)
Italy (22)

•

APAC
o
o
o

Japan (55)
Australia (42)
New Zealand (11)

Where appropriate, we compare and contrast the current research data with that from similar
research conducted12 months earlier.
The results from this survey have been aggregated into three groups: U.S., EMEA, and APAC.
Although the surveys were conducted with SMBs that have up to 250 employees, the majority of the
organizations we surveyed were at the smaller end of the SMB range (up to 99 employees), as shown
in Figure Q1. Between 66 percent and 76 percent of the individuals surveyed are business owners,
while the balance are either presidents or CEOs. Individuals with titles other than “owner,”
“president,” or “CEO” were not the subject of this research and so were not permitted to participate.
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Figure Q1
Organizations Surveyed by Region and Size

Source: Osterman Research, Inc.
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WHAT ARE THE PRIORITIES FOR BUSINESS LEADERS?
BUSINESS CONSIDERATIONS COME FIRST

As the research focused on business owners and senior executive managers, it comes as no surprise
that the top three priorities for those surveyed are focused on the operation of the business itself:
growing top line revenue, improving bottom line profitability, and reducing costs. As shown in Figure
Q4, growth in top line revenue was the primary focus area for those surveyed, regardless of
geography, while improving profitability was also a critical priority.
These results are in line with those from last year, although interestingly there is less regional
variation in responses this year than last.
Figure Q4
Leading Priorities for Business Leaders for 2017 and 2018
Percentage of respondents indicating a top/critical priority

Source: Osterman Research, Inc.
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U.S. COMPANIES ARE MORE FOCUSED ON SECURITY

As shown in Figure Q14, the top two initiatives planned for 2017 are also business focused:
increasing growth/expanding the business and increasing profits/revenue. While improving security
and upgrading IT come in as the third and fifth most important initiatives for 2017, U.S. companies
are significantly more focused on improving security and upgrading than are their EMEA or APAC
counterparts, while those in APAC are more likely to also be focused on expansion.
Figure Q14
Top Five Initiatives Planned for 2017

Source: Osterman Research, Inc.
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THE ESSENTIAL ROLE OF IT AND SECURITY FOR SMBs
IT AND SECURITY ARE CRITICAL CONSIDERATIONS

While lower on the priority list, as with our research last year, for a majority/plurality of SMBs in the
United States and EMEA, IT and IT security are still perceived as critical to the success of smaller
companies, as shown in Figure Q5. For a relatively small proportion of the SMBs surveyed, and
especially APAC, IT and IT security are important considerations but perceived more as the purview
of IT.
Figure Q5
Perceived Role of IT and Security

Source: Osterman Research, Inc.

Interestingly, we found a slightly smaller proportion of those considering IT and IT security to be
critical to the success of the company (shifting to merely important) in the current survey compared
to the previous one, particularly among U.S. companies. We believe that this does not reflect a
reduced emphasis on the importance of IT and IT security in the SMB space, but rather a growing
reliance on cloud providers, managed service providers, and “one-stop shop” appliance vendors
whose job it is to more completely manage security for their SMB customers. The perception of
executives, therefore, may be that while IT and IT security continue to be critical issues, they are
being adequately managed by third parties and so less emphasis needs to be directed toward these
issues on a daily basis.
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IT MANAGEMENT IS DOMINATED BY ON-PREMISES SYSTEMS

Unfortunately, our research this year found that cloud-based IT systems are still dominated by onpremises systems, as shown in Figure Q6.
Figure Q6
Current Management Models in Use for IT

Source: Osterman Research, Inc.

However, Figure Q6 also reveals that SMBs generally are using more than one IT approach,
especially in the U.S. Our research demonstrated that U.S.-based SMBs operate a mean of 1.61 of
the management approaches shown above, while SMBs in EMEA operate a mean of 1.53 and those in
APAC operate a mean of 1.27.
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Figure Q7
Current Management Models in Use for IT Security

Source: Osterman Research, Inc.

But a comparison of the current research with last year’s reveals that both IT and IT security are
managed on-premise and in the cloud to approximately the same degree in both years. For example:

Deployment Model
IT cloud services managed by company employees
IT cloud services managed by consultants/third parties
IT cloud services managed by vendors
IT cloud security services managed by company employees
IT cloud security services managed by consultants/third parties
IT cloud security services managed by vendors

Current
25-40%
14-18%
7-15%
31-38%
12-21%
10-14%

Last Year
25-45%
16-27%
12-15%
29-43%
23-27%
10-12%

However, the proportion of SMBs that are served by on-premises systems is slightly lower for those
managed by employees and slightly higher for those managed by third parties, indicating a shift to a
managed services model at least. For example:

Deployment Model
On-premises IT services managed by employees
On-premises IT services managed by third parties
On-premises IT security services managed by employees
On-premises IT security services managed by third parties

©2017 Osterman Research, Inc.

Current
44-59%
25-33%
43-56%
20-37%

Last Year
38-67%
24-32%
38-64%
23-31%
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WHEN SECURITY ISSUES ARISE, HOW DO SMBs HANDLE
THEM?
U.S. AND APAC SMBs ARE MORE FOCUSED ON INTERNAL SECURITY
MANAGEMENT

The majority of U.S.- and APAC-based SMBs still deal with serious security issues themselves, while
nearly one-half of EMEA-based SMBs prefer to take the same approach, as shown in Figure Q10.
However, those EMEA-based SMBs are much more likely to rely on partners to deal with serious
security issues than in other regions.
Figure Q10
Methods Used to Deal With Serious Security Issues

Source: Osterman Research, Inc.
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THE IMPORTANT ROLE OF THIRD PARTIES

In addition to handling serious security issues, two-thirds of SMBs view third parties as an extension
of their in-house staff or at least the primary source that solves security-related problems, as shown
in Figure Q11. Only one-third of SMBs view third parties as only a stopgap measure—to be called
only when there is an emergency that cannot be handled internally.
Figure Q11
Views on the Role of Third Parties in the Context of Managing IT Security

Source: Osterman Research, Inc.
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SMBs ARE LOOKING FOR A ONE-STOP SHOP

As shown in Figure Q12, SMB executive decision-makers are looking to trusted third parties to
manage all of their security capabilities, especially in the U.S. and EMEA. Roughly half (more in the
U.S., less in EMEA and APAC) are also looking to these trusted third parties to manage all of their
network, with many even wanting them to handle all of their IT. The data in this year’s survey is
quite similar to the data we found in last year’s.
Figure Q12
Services Expected From Trusted Third Parties

Source: Osterman Research, Inc.
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MOST WANT A SINGLE SOURCE FOR KEY SECURITY FUNCTIONS

A significant majority of senior executives within SMBs would prefer that their web security, email
security, and firewall capabilities come from a single vendor, with a large proportion also desiring that
same single vendor to manage endpoint security plus wired and wireless networking, as shown in
Figure Q13. The data also reveals that U.S.-based SMBs are significantly more interested in using a
single-vendor approach to security than are their EMEA- or APAC-based counterparts.
Figure Q13
Services Desired by a Single, Security-Focused Third Party

Source: Osterman Research, Inc.

Our research also revealed a generally greater proportion of SMB executive decision-makers that are
interested in a single source for security management than was the case in last year’s research. For
example, looking at just U.S. data, we found the following differences:

Security Capability
Web security
Email security
Firewall
Endpoint security
Wireless access points
Switches/routers
IP/PBX

©2017 Osterman Research, Inc.

Desiring a Single Source
for Security Management
Current
Last Year
Difference
80%
74%
+6%
73%
68%
+5%
71%
67%
+4%
50%
47%
+3%
45%
45%
0%
38%
40%
-2%
19%
19%
0%
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WHERE DOES UTM FIT INTO THE MIX?
MOST HAVE DEPLOYED UTM SOLUTIONS

Our research found that the vast majority of organizations have deployed a single, on-premises
network appliance that provides multiple capabilities, including gateway antivirus, gateway anti-spam,
firewall, intrusion prevention, content filtering, VPN, bandwidth management, application control, and
centralized reporting. Penetration of UTMs in the U.S. and EMEA were relatively high (71-76 percent)
and slightly over one-half (51 percent) in APAC.

REASONS FOR IMPLEMENTING A UTM SOLUTION

The most commonly cited reasons for implementing a UTM solution are fairly generic: “to improve
security” and “to stay secure,” as shown in Figure Q17. These responses are in line with the fairly
significant proportion of senior SMB managers who do not possess in-depth knowledge about UTM
technology or infrastructure.
Figure Q17
Top Five Reasons for Implementing a UTM Solution

Source: Osterman Research, Inc.

Our research found that the primary benefit of a UTM approach to security was focused on its ability
to provide robust security remediation capabilities, such as the ability to detect security problems,
plug security leaks, and identify hacking attempts. In fact, this aspect of UTMs was, by far and away,
the most often-mentioned benefit of a UTM, cited by nearly one-quarter of survey respondents when
provided with an unscripted ability to provide their opinions. Among the other more commonly cited
benefits of UTMs were lowering or eliminating the chance of a data or security breach, generally
improved security, providing more peace of mind for decision-makers, and offering a one-stop
solution to security/elimination of multiple vendors.
Although the primary reasons to implement a UTM solution center around improving the security
posture of the organization, as noted in Figure Q17, the benefits of implementing a UTM include
issues well beyond just the maintenance or improvement of security:

©2017 Osterman Research, Inc.
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•

The ease of configuring, managing, and using a UTM that provides more flexibility than the
security solutions it supplements or replaces.

•

Robust performance.

•

Consolidation of multiple features into a single platform, thereby permitting an “umbrella”
approach to security that offers a comprehensive feature set.

•

Affordability, again because of the consolidation of multiple features that previously were
distributed across multiple platforms.
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When comparing this year’s survey results to last year’s, there was a significant increase this year in
the proportion of respondents that cited their UTM’s ability to be easily configured and managed, its
performance and robust functionality, and its ability to prevent security problems like data breaches.
This indicates that use of UTMs is maturing as they become integrated into organizations’ security
infrastructure and as reliance on them builds.

CONCLUSIONS
There are some interesting conclusions from this year’s research:
•

A surprising proportion of SMBs continues to maintain in-house IT and IT security capabilities,
despite the fact that cloud-based vendors are pushing hard on the SMB market to convert these
capabilities to cloud-based equivalents. (However, roughly 40 percent of SMBs in the U.S. and
EMEA operate more than one model.)

•

Rather unsurprising, however, is the fact that the vast majority of SMB decision-makers are
seeking a single vendor for their security capabilities. The growing complexity of security
solutions—driven by the increasingly sophisticated ransomware, spearphishing, hacking, and
other threats faced by SMBs, along with the need to focus on the top- and bottom-line success
of the business—is motivating them to look to a single solution that can address all of their
security requirements holistically.

•

And going forward, nearly one-half also want a third party not only to manage all of their
security, but also all of their network. Because the skills shortage in IT security—and in IT
overall—is a significant problem for most organizations and shows no signs of improving anytime
soon, the use of managed services and other third parties will be essential to plug the skills gap.

ABOUT FORTINET

Fortinet is a recognized leader in network security, having shipped more than 3 million network
security appliances to 300,000 customers all around the world. Today the company delivers toprated network and content security, as well as secure access products that share intelligence and
work together to form a cooperative fabric. This unique security fabric combines Security Processors,
an intuitive operating system, and applied threat intelligence to give organizations proven security,
exceptional performance, and better visibility and control--while providing easier administration.
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© 2017 Osterman Research, Inc. All rights reserved.
No part of this document may be reproduced in any form by any means, nor may it be distributed without the
permission of Osterman Research, Inc., nor may it be resold or distributed by any entity other than Osterman
Research, Inc., without prior written authorization of Osterman Research, Inc.
Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes legal advice, nor
shall this document or any software product or other offering referenced herein serve as a substitute for the
reader’s compliance with any laws (including but not limited to any act, statute, regulation, rule, directive,
administrative order, executive order, etc. (collectively, “Laws”)) referenced in this document. If necessary, the
reader should consult with competent legal counsel regarding any Laws referenced herein. Osterman Research,
Inc. makes no representation or warranty regarding the completeness or accuracy of the information contained in
this document.
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR IMPLIED
REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE DISCLAIMED, EXCEPT TO THE EXTENT
THAT SUCH DISCLAIMERS ARE DETERMINED TO BE ILLEGAL.
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